


For more than a decade, Microsoft has been studying and analyzing 
the threat landscape of exploits, vulnerabilities, and malware. We’ve 
used data gathered from more than 500 million computers worldwide 
to develop one of the most complete security data sets in the world. 
Our year-round research is then collected and published in the 
Microsoft Security Intelligence Report, a globally accredited report that 
comprehensively addresses the security landscape.

Distilling these comprehensive insights into an abridged format that 
focuses on key insights and applications is useful for readers to learn 
about the most important factors in the complex matrix of cybersecurity 

In this eBook, we’ve captured the 10 latest trends, based on data 
collected in the Security Intelligence Report, Volume 22, through 

exploits in key software programs, the locations with the highest threat 
encounter rates, and much more. With the continued prevalence of 
threats, such as ransomware and phishing, it’s extremely important to 
ensure that security software is kept up-to-date and users are educated 
on social engineering tactics, among other best practices. Here are 
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42017 Trends in Cybersecurity Extent of exploit kits

Exploit kit encounter rates 
have drastically decreased 
over the past year.

TREND 1

Extent of exploit kits



WHY IT MATTERS
The encounter rate of most exploit kits (EKs) disappeared 

have some activity, the overall downward trend continued. 
For example, Angler EK, which previously had the highest 

exploit kit creation to social engineering (e.g., tech scams, 

additional security and hardening into Windows operating 
system and the enhanced browser, Edge––making it more 

Top 3 exploit kit encounter rates, 1Q16–1Q17
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2017 Trends in Cybersecurity Global security concerns

TREND 2

Worldwide malware encounters

Locations with high malware encounter 
rates included Bangladesh, Pakistan, 
Indonesia, and Egypt, all of which had 
an average monthly encounter rate 
of 24 percent or higher in March 2017.



WHY IT MATTERS
Malware is unevenly distributed around the world, and each 
location has its own mix of threats. By studying the areas 
of the world that are highly impacted with malware and 

we can try to discover what technical, economic, social, and 

This information might help to inform future public policy 
that, in turn, could lead to reduced malware infection rates 
in highly impacted parts of the world.

Encounter rate by country in March 2017

Microsoft Security Intelligence Report
http://www.microsoft.com/sir
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82017 Trends in Cybersecurity Increased Trojan levels

Trojans were the most commonly 
encountered category of malicious 
software in 1Q17 by a large margin, 
led by Win32/Xadupi.

TREND 3

Increased Trojan levels



WHY IT MATTERS
Knowledge is power! Understanding which types of threats 
people in your organization are most likely to encounter 
helps organizations prioritize mitigations, including training 
people to identify such threats.

As evidenced by the large spike in encounters over the 

tool among attackers. 

Educate your workforce about common Trojan tricks, 

categories in 1Q17
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102017 Trends in Cybersecurity Continued complexity of threats

TREND 4

Global security concerns

The prevalence of any particular 
threat can vary drastically, 
depending on the country 
and the nature of the threat. 
While there is no silver 
bullet for achieving “perfect” 
security, knowing regional 
trends can help guide your 
security approach.



WHY IT MATTERS
Understanding what strategies and tactics attackers are 
using in parts of the world where you have operations 
will allow you to better protect those operations. For 
example, Bangladesh has a 22.3 percent encounter 
rate for Trojans but only a 0.5 percent encounter rate 

backdoors but is low on ransomware. Use the data in the 
Security Intelligence Report to understand the threats your 
organization is most likely going to encounter and to inform 
your security plan.

Threat category prevalence, worldwide and in 10 locations 
with the most computers reporting encounters

Category

Trojans

Worms

Downloaders & Droppers

Viruses

Other Malware

Obfuscators & Injectors

Backdoors

Password Stealers & Monitoring Tools

Ransomware

Exploits

Worldwide

6.2

1.1

0.7

0.7

0.4

0.2

0.2

0.1

0.1

0.1

Algeria

19.5

8.9

2.1

1.5

1.1

1.2

1.0

0.2

0.2

0.2

Bangladesh

22.3

6.8

1.7

3.1

0.9

0.9

0.5

0.2

0.2

0.1

Egypt

20.2

5.6

2.3

2.6

1.1

0.9

0.7

0.2

0.3

0.2

Indonesia

17.4

8.0

1.2

3.7

1.0

0.6

0.3

0.2

0.2

0.2

Iraq

17.0

6.7

1.1

2.2

0.8

0.7

2.3

0.1

0.1

0.1

Myanmar

18.9

6.7

1.1

3.7

0.8

0.5

0.8

0.3

0.1

0.2

Nepal

16.4

7.9

2.0

2.1

0.8

0.5

0.3

0.2

0.2

0.1

Pakistan

21.6

14.1

2.2

2.8

1.3

0.7

0.8

0.2

0.2

0.1

Palestinian
Authority

17.4

6.7

1.1

2.3

1.2

0.8

1.1

0.2

0.2

0.2

Vietnam

18.6

3.1

0.7

2.4

0.9

0.4

0.4

0.2

0.1

0.1



122017 Trends in Cybersecurity

New and previously seen ransomware 
families emerged in 2017. 

TREND 5



WHY IT MATTERS
Ransomware continues to be a key threat worldwide. 

users can keep up with software updates and data backups.

Win32/Genasom were the second and third most prevalent 

We recommend that victims of ransomware infections not 

Trends for several commonly encountered ransomware 
families in 1Q17
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142017 Trends in Cybersecurity Notable exploits

A notable exploit was used in a 
targeted attack against Windows.

TREND 6

Notable exploits



WHY IT MATTERS
Many of the more dangerous exploits are used in targeted 
attacks before appearing in the wild in larger volumes. 
Targeted attacks usually attempt to gain access to the 
computer or network before trying to steal information or 
disrupt infected computers. Some exploits against Windows 

use in cyberwarfare. In May, Win32/WannaCrypt 
ransomware worm used the exploit to infect thousands 
of computers running versions of Windows older than 
Windows 10.

Notable exploits disclosed in early 2017 

CVE

CVE–2017–0149

CVE–2017–0144

CVE–2017–0005

Exploit type

Internet Explorer Memory Corruption Vulnerability
(VBSCRIPT)

Windows SMB Remote Code Execution Vulnerability

Windows GDI Elevation of Privilege Vulnerability

Affecting

Internet Explorer

Microsoft Windows

Microsoft Windows

Used in 
widespread attacks?

No

Yes

No

Security bulletin

MS17–006

MS17–010

MS17–013

Type

RCE

RCE

EOP



2017 Trends in Cybersecurity Malicious software family encounters

In 2017, computers encountered new 
malicious software families, such as 
Win32/Ghokswa and previously seen 
malicious software families.

TREND 7

Malicious software family encounters



WHY IT MATTERS
Computers are encountering both a mix of new and 
previously known (e.g., Win32/Skeeyah) malware families. 
Key sources of malware infection include visiting a website 
that contains malicious code, clicking on a malicious link or 

software vulnerability. Another source is successful social 

To protect computers from malware, use a secure web 
browser, enforce real-time malware protection that scans 
email attachments and web links to ensure they’ve been 
designated as “safe” before clicking and saving shared 

Encounter rate trends for the top malicious software families in 1Q17
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182017 Trends in Cybersecurity Slowdown in unwanted software encounters

TREND 8

Slowdown in unwanted software encounters

Most commonly encountered 
unwanted software families were 



WHY IT MATTERS
The most commonly encountered unwanted software 

that most unwanted software families’ encounters only 
or control over what the software does to the computer, 
preventing users from removing the software or displaying 
advertisements without clearly identifying their source. 
Because unwanted software can impact user experience and 

Encounter rate trends for the top unwanted 
software families in 1Q17 

January February March
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202017 Trends in Cybersecurity

TREND 9

Phishing sites primarily target online 

the high potential of accessing victims’ 



WHY IT MATTERS
Phishing sites that targeted online services received the 
largest share of impressions during the period. Financial 
institutions have always been popular phishing targets 
because of their potential for providing direct illicit access 

Attackers often use websites to conduct phishing attacks 
or distribute malware. To help protect users from malicious 
webpages, Microsoft and other browser vendors have 

and phishing attacks and display prominent warnings when 

Phishing impressions reported by SmartScreen for 
each type of phishing site in 1Q17
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222017 Trends in Cybersecurity Decrease in malware hosting site encounters

TREND 10

Decrease in malware hosting site encounters

China had one of the highest 
concentrations of malware hosting 
sites in March 2017.



Malware distribution sites per 1,000 internet hosts 
for locations around the world, March 2017

WHY IT MATTERS
Users visiting malware hosting sites put their computers 
at risk of infection. China had one of the highest 
concentrations of malware hosting sites. Other locations 

To counter this threat, we recommend that you use a 
security product that includes protection against sites that 
are known to host malware. The product should detect such 

Microsoft Security Intelligence Report
http://www.microsoft.com/sir
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Microsoft makes no warranties, express or implied, with respect to the information presented here.

To learn more about these and other 

Intelligence Report at 
www.microsoft.com/sir or visit 
www.microsoft.com/security.


